
hen talking about an industrial enter-
prise, the term IIoT (Industrial Inter-
net of Things) is always mentioned 

and is often overused. However, nearly every-
one can agree that there always is a benefit 
to getting the “right” data in a “sustainable” 
fashion from “edge” devices to individuals who 
can use the data to make better business deci-
sions. A risk is that too much data collection, 
without proper foresight, can create a situa-
tion where a plant Ethernet network can be 
rapidly overwhelmed due to poor design.

It pays to collect data 
from the factory floor
•  Real-time downtime analysis from one loca-

tion (“A Single Pane of Glass”) can show
instantly where resources need to be applied
to increase productivity. Long-term analysis
of this data can point to maintenance trends,
staffing shortfalls, or process bottlenecks.

•  Older assets can be connected to the net-
work and improve process uptime. Even older 
machines with just relay logic controls can be
monitored with the right equipment.

•  Gathering data isn’t just about the tradi-
tional cycle time reporting issues. Predic-
tive maintenance information such as moni-
toring the vibration on motors has been
proven to reduce costly downtime.

Managing Network Traffic is 
more important now than ever
Over the years, the number of devices on 
the factory floor has exploded. Often, net-
works were augmented as an afterthought 
without regard to problems that would occur 
down the road. Currently, many large net-
works have bottlenecks due to speed issues 
and the continued existence of unmanaged 
switches. Multicast protocols often initially 
meant for a small cell can inundate and over-
whelm a network without the proper man-
aged switches in place.

The Convergence of IT and OT
The IT world (Information Technology) and the 
OT world (Operational Technology) are coming 
together rapidly. Both sides have the same goals, 
but often go about the process in different 
fashions. Both sides always agree that a good 
balanced and segmented network is critical. 
Sometimes this is achieved via a “top down” 
design by having versions of the office switches 
down to the factory floor, where special 

consideration must be made for environmental 
factors such as heat and vibration.

Industrial Routers can provide 
effective segmentation and 
connectivity
How does an organization handle networking 
equipment which can come from the out-
side? It is quite common now for machinery 
to come in from an outside vendor or OEM. 
Is it asking “too much” to be able to keep 
the original IP address scheme? An industrial 
router or switch with NAT (Network Address 
Translation) capability may be a solution.

The multiple machine cell case
Consider that an OEM over the years has 
delivered 20 machines consisting of a PLC, 
HMI, and a VFD (Variable Frequency Drive). 
Because they were manufactured originally as 
individual machines, the OEM used the same 
IP address allocation pattern. 192.168.1.1 for 
the PLC, 192.168.1.2 for the HMI, etc. (Figure 1)

What happens when all 20 
machines need to be connected?
In the example above, if all machines were 
simultaneously plugged in to the plant network, 
IP address conflicts would happen. Some of the 
problems are documentation headaches, sud-
den introduction of multicast protocols into 
the greater network, and extra unexpected 
reprogramming of individual assets.

A device which has NAT 
capabilities (Network Address 
Translation) will help
Employing a switch or router with NAT capa-
bilities means that a factory floor automation 

engineer can design a table which gives a 
one-to-one correspondence from an internal 
address to an “external” plantwide address.  
That way nothing needs to change on the 
edge while maintaining security and unique-
ness at the plant network level. 

Add security with firewall rules
Often another advantage with these types 
of devices is the fact that one can add fire-
wall capability for even more security. For 
example, if there is a SCADA machine on the 
plant network that needs to just talk to the 
PLC only, rules can be made to restrict all 
other communications except for requests 
from the SCADA computer. 

Routers and switches with NAT (and Port 
Forwarding) capability are only one way that 
networks can be segmented and made more 
secure. Many organizations have imple-
mented VLANs (Virtual LANs) to segregate 
traffic. Make sure that you consult profes-
sionals on both the IT side and the OT side 
about working solutions to help improve the 
operation of your network and enhance secu-
rity as your enterprise grows.
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Segmenting your factory floor network improves operations
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Figure 1 – Problems will occur if multiple machines with the same IP address 
allocation pattern were simultaneously plugged in to a plant network. 

By John Kan, 
Motion Industries
John Kan is 
Connectivity 
Product Manager 
with the Mi 
Automation 
Solutions Group/
Braas Division at 
Motion Industries. 

MotionIndustries.com

Full Page Ad.indd   73Full Page Ad.indd   73 10/29/20   11:37 AM10/29/20   11:37 AM

https://www.motionindustries.com



